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INTRODUCTION

ICT in the 215 Century is seen as an essential resource to support learning and teaching, as well
as playing an important role in the everyday lives of children, young people and adults.
Consequently, schools need to build in the use of these technologies in order to equip our young
people with the skills to access life-long learning and employment.

Our pupils are growing up in an increasingly complex world, living their lives seamlessly on and off
line. This presents many positive and exciting opportunities, but also challenges and risks. Currently
the internet technologies children and young people are using both inside and outside of the
classroom include:

Websites

Learning Platforms and Virtual Learning Environments

Email and Instant Messaging

Chat Rooms and Social Networking

Video Broadcasting

Music Downloading

Podcasting

Gaming

Mobile/ Smart phones with text, video and/ or web functionality
Other mobile devices with web functionality

Various social media platforms (e.g. SnapChat, TikTok, Instagram, Discord, Facebook,
Twitter, YouTube)

e Blogs and Wikis

Whilst exciting and beneficial both in and out of the context of education, much ICT, particularly
web-based resources, are not consistently policed. All users need to be aware of the range of risks
associated with the use of these Internet technologies.

At Selborne, we understand the responsibility to educate our pupils on E-Safety issues; teaching
them the appropriate behaviours and critical thinking skills to enable them to remain both safe and
legal when using the internet and related technologies, in and beyond the context of the classroom.

Online safety is an integral part of safeguarding. Accordingly, this policy is written in line with
‘Keeping Children Safe in Education’ 2021 (KCSIE) and other statutory documents; it is designed to
sit alongside the school’s Safeguarding Child Protection Policy. The Designated Safeguarding Lead
(Mrs Yates) will take lead responsibility for any online safety issues and concerns and follow the
school’'s safeguarding and child protection procedures.

Both this policy and the Acceptable Use Agreement (for all staff, governors, visitors and pupils) are
inclusive of both fixed and mobile internet; technologies provided by the school (such as PCs,
laptops, personal digital assistants (PDAS), tablets, webcams, whiteboards, voting systems, digital
video equipment, etc); and technologies owned by pupils and staff, but brought onto school
premises (such as laptops, mobile phones, camera phones, PDAs and portable media players, etc).
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SCOPE

This Online Safety Policy outlines the commitment of Selborne Primary School to safeguard
members of our school community online in accordance with statutory guidance and best practice.

This Online Safety Policy applies to all members of the school community (including staff, learners,
volunteers, parents and carers, visitors, community users) who have access to and are users of
school digital systems, both in and out of the school. It also applies to the use of personal digital
technology on the school site (where allowed).

Selborne Primary School will deal with such incidents within this policy and associated behaviour
and anti-bullying policies and will, where known, inform parents/carers of incidents of inappropriate
online safety behaviour that take place out of school.

ROLES AND RESPONSIBILITIES

To ensure the online safeguarding of members of our school community it is important that all
members of that community work together to develop safe and responsible online behaviours,
reporting inappropriate online behaviours, concerns, and misuse as soon as these become
apparent. While this will be a team effort, the following sections outline the online safety roles and
responsibilities of individuals and groups within the school.

The headteacher and governors have ultimate responsibility to ensure that the policy and practices
are embedded and monitored. The named E-Safety co-ordinator in our school is Mrs Yates who
has been designated this role as the Designated Safeguarding Lead and as a member of the senior
leadership team. 1t is the role of the E-Safety co-ordinator to keep abreast of current issues and
guidance through organisations such as Ealing LA, DfE, CEOP (Child Exploitation and Online
Protection) and Childnet.

Senior leadership and governors are updated regularly so all have an understanding of the issues
and strategies at our school in relation to local and national guidelines and advice.

This policy, supported by the school’s acceptable use agreements for staff, governors, visitors and
pupils, is to protect the interests and safety of the whole school community. It is linked to the
following mandatory school policies: child protection, RAGU (Relationships and Growing Up), health
and safety, home-school agreements, and behaviour/pupil discipline (including the anti-bullying)
policy and PSHE.

Headteacher and Senior Leaders

e The headteacher (Mrs Shilling) has a duty of care for ensuring the safety (including online
safety) of members of the school community and fostering a culture of safeguarding, though
the day-to-day responsibility for online safety may be delegated to the E-Safety Lead.

e The headteacher and (at least) another member of the senior leadership team should be
aware of the procedures to be followed in the event of a serious online safety allegation being
made against a member of staff.

e The headteacher/senior leaders are responsible for ensuring that the Online Safety Lead,
technical staff, and other relevant staff carry out their responsibilities effectively and receive
suitable training to enable them to carry out their roles and train other colleagues, as relevant.

e The headteacher/senior leaders will ensure that there is a system in place to allow for
monitoring and support of those in school who carry out the internal online safety monitoring
role.

e The headteacher/senior leaders will receive regular monitoring reports from the Online Safety

Lead.
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Governors

Governors are responsible for the approval of the Online Safety Policy and for reviewing the
effectiveness of the policy. The governing body will also support the school in encouraging
parents/carers and the wider community to become engaged in online safety activities.

E-Safety Lead

The Online Safety Lead will:

take day-to-day responsibility for online safety issues, being aware of the potential for serious
child protection concerns

have a leading role in establishing and reviewing the school online safety policies/documents
promote an awareness of and commitment to online safety education / awareness raising
across the school and beyond

liaise with curriculum leaders to ensure that the online safety curriculum is planned, mapped,
embedded and evaluated

ensure that all staff are aware of the procedures that need to be followed in the event of an
online safety incident taking place and the need to immediately report those incidents
receive reports of online safety incidents and create a log of incidents to inform future online
safety developments

provide (or identify sources of) training and advice for staff/governors/parents/carers/learners
attend relevant governing body meetings/groups

report regularly to headteacher/senior leadership team

liaises with the local authority

Designated Safeguarding Lead (DSL)

The Designated Safeguarding Lead should be trained in online safety issues and be aware of the
potential for serious safeguarding issues to arise from:

sharing of personal data

access to illegal/inappropriate materials
inappropriate online contact with adults/strangers
potential or actual incidents of grooming

online bullying.

Curriculum Leads

Curriculum Leads will look for opportunities to embed online safety in their subject or aspect, and
model positive attitudes and approaches to staff and pupils alike. They will work with the E-Safety
Lead to develop a planned and coordinated online safety education programme. This will be

provided through:

e E-Safety lessons in Computing

e PHSE/RSE

e assemblies

¢ relevant national initiatives and opportunities e.g. Safer Internet Day and Anti-bullying week
PSHE Lead

Key responsibilities:

e Embed consent, mental wellbeing, healthy relationships and staying safe online into the PSHE /
Relationships education and health education curriculum. “This will include being taught what
positive, healthy and respectful online relationships look like, the effects of their online actions

Page 5 of 23



on others and knowing how to recognise and display respectful behaviour online. Throughout
these subjects, teachers will address online safety and appropriate behaviour in an age-
appropriate way that is relevant to their pupils’ lives.” KCSIE

e This will complement the computing curriculum, which covers the principles of online safety at
all key stages, with progression in the content to reflect the different and escalating risks that
pupils face. This includes how to use technology safely, responsibly, respectfully and securely,
and where to go for help and support when they have concerns about content or contact on the
internet or other online technologies.

e Work closely with the DSL and all other staff to ensure an understanding of the issues,
approaches and messaging within PSHE.

Computing Lead

Ms Kadri has been assigned the role of Computing Lead and ICT Coordinator. Key responsibilities
include:

e Overseeing the delivery of the online safety element of the Computing curriculum in
accordance with the national curriculum

e Working closely with the DSL and all other staff to ensure an understanding of the issues,
approaches and messaging within Computing

e Supporting the HT and DSL team as they review protections for pupils in the and remote-
learning procedures, rules and safeguards

e Collaborating with technical staff and others responsible for ICT use in school (Trusol) to
ensure a common and consistent approach, in line with acceptable-use agreements

e Manage, monitor and maintain school devices (tablets, laptops, other digital equipment) and
online accounts (LGFL, Purple Mash, Google Workspace)

e Trusol, with the support of the Computing Lead, will oversee that the school’s tablet devices
are managed using Meraki Mobile Device Management system

e The Computing Lead, will oversee that the school’s laptops are managed using the Google
Workspace Admin Centre

e With the support of the DSL, monitor the use of school technology, online platforms and social
media presence and that any misuse/attempted misuse is identified and reported in line with
school policy

e Work closely with the DSL to ensure they understand who the nominated contacts are, what
they can do and what data access they have, as well as the implications of all existing
services and changes to settings that are requested (for example: for internet filtering
settings, pupil account settings, and sharing settings for cloud services such as Microsoft
Office 365).

Teaching and Support Staff
School staff are responsible for ensuring that:

e they have an awareness of current online safety matters/trends and of the current school
Online Safety Policy and practices

e they understand that online safety is a core part of safeguarding

e they immediately report any suspected misuse or problem to Mrs Yates for
investigation/action, in line with the school safeguarding procedures

¢ all digital communications with learners and parents/carers should be on a professional level
and only carried out using official school systems

¢ online safety issues are embedded in all aspects of the curriculum and other activities
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ensure learners understand and follow the E-Safety Policy and acceptable use agreements,
have a good understanding of research skills and the need to avoid plagiarism and uphold
copyright regulations

they supervise and monitor the use of digital technologies, devices, cameras, etc., in lessons
and other school activities (where allowed) and implement current policies regarding these
devices

in lessons where internet use is pre-planned learners should be guided to sites checked as
suitable for their use and that processes are in place for dealing with any unsuitable material
that is found in internet searches

where lessons take place using live-streaming or video-conferencing, staff must have full
regard to national safeguarding guidance and local safeguarding policies

have a zero-tolerance approach to incidents of online-bullying, sexual harassment,
discrimination, hatred etc

they model safe, responsible, and professional online behaviours in their own use of
technology, including out of school and in their use of social media.

Network Manager/Technical Staff
The network manager/technical staff is responsible for ensuring that:

they are aware of and follow the school Online Safety Policy and Technical Security Policy to
carry out their work effectively in line with school policy

the school technical infrastructure is secure and is not open to misuse or malicious attack
the school meets (as a minimum) the required online safety technical requirements as
identified by the local authority/MAT or other relevant body

there is clear, safe, and managed control of user access to networks and devices

they keep up to date with online safety technical information in order to effectively carry out
their online safety role and to inform and update others as relevant

monitoring software/systems are implemented and regularly updated as agreed in school
policies

Learners

are responsible for using the school digital technology systems in accordance with the learner
acceptable use agreement and Online Safety Policy (this should include personal devices —
where allowed)

should understand the importance of reporting abuse, misuse or access to inappropriate
materials and know how to do so

should know what to do if they or someone they know feels vulnerable when using online
technology

should understand the importance of adopting good online safety practice when using digital
technologies out of school and realise that the school’s Online Safety Policy covers their
actions out of school, if related to their membership of the school

Parents and Carers

Parents and carers play a crucial role in ensuring that their children understand the need to use
the online services and devices in an appropriate way. We believe that it is essential for
parents/carers to be fully involved with promoting E-Safety both in and outside of school. We
regularly consult and discuss E-Safety with parents/ carers and seek to promote a wide
understanding of the benefits related to ICT and associated risks. The school will take every
opportunity to help parents and carers understand these issues through:

publishing information about E-Safety on the school website
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seeking parent/carer permissions concerning digital images, cloud services etc

parents’ evenings, newsletters, website, social media and information about national/local
online safety campaigns and literature

parents and carers will be encouraged to support the school in reinforcing the online safety
messages provided to learners in school

parents/carers and pupils are actively encouraged to contribute to adjustments or reviews of
the school E-Safety policy by writing directly to the school

parents/carers are asked to read through and sign acceptable use agreements on behalf of
their child on admission to school

parents/carers are required to inform the school in writing if they do not consent to images of
their child being taken/used in the public domain (e.g. on school website)

E-Safety Skills Development for Staff

all staff receive regular information and training on E-Safety issues in the form of staff training
and briefing

new staff receive information on the school’s acceptable use policy as part of their induction
all staff have been made aware of individual responsibilities relating to the safeguarding of
children within the context of E-Safety and know what to do in the event of misuse of
technology by any member of the school community

all staff are encouraged to incorporate E-Safety activities and awareness within their
curriculum areas

Managing the School E-Safety messages

we endeavour to embed E-Safety messages across the curriculum whenever the internet
and/or related technologies are used

E-Safety posters will be prominently displayed

E-Safety lessons are covered in Computing lessons throughout the year to educate students
on keeping safe online. Lesson content draws upon the eight strands in the Education for a
Connected World Framework

ACCEPTABLE USE

When using communication technologies, the school considers the following as good practice:

when communicating in a professional capacity, staff should ensure that the technologies they
use are officially sanctioned by the school

any digital communication between staff and learners or parents/carers (e-mail, social media,
learning platform, etc.) must be professional in tone and content. Personal e-mail addresses,
text messaging or social media must NOT be used for these communications.

staff should be expected to follow good practice when using personal social media regarding
their own professional reputation and that of the school and its community

users should immediately make a report to the headteacher, Mrs Shilling, following the receipt
of any communication that makes them feel uncomfortable, is offensive, discriminatory,
threatening or bullying in nature and must not respond to any such communication

relevant policies and permissions should be followed when posting information online

Page 8 of 23



E-SAFETY IN THE CURRICULUM

Online safety should be a focus in all areas of the curriculum and staff should reinforce online safety
messages across the curriculum. ICT and online resources are increasingly used across the
curriculum. We believe it is essential for E-Safety guidance to be given to the pupils on a regular
and meaningful basis. E-Safety is embedded within our curriculum and we continually look for new
opportunities to promote E-Safety. The online safety curriculum should be broad, relevant and
provide progression, with opportunities for creative activities.

A planned online safety curriculum for all year groups matched against a nationally agreed
framework. The school uses Education for a Connected Work Framework by UKCIS/DCMS
and other relevant and approved resources (ThinkUKnow and Common Sense Education) for
teaching internet safety skills in Computing lessons. This has been embedded in the
Computing Scheme of work for all year groups.

The online safety education programme should be relevant and up to date to ensure the
guality of learning and outcomes.

Lessons are matched to need, are age-related and build on prior learning.

Lessons are context-relevant with agreed objectives leading to clear and evidenced
outcomes.

The school provides opportunities within a range of curriculum areas to teach about E-Safety.
A progression of E- safety issues to be taught runs alongside the PHSE, RSE and Computing
curriculums, ensuring a regular coverage of the important elements.

Lessons will be accessible to learners at different ages and abilities such as those with
additional learning needs or those with English as an additional language.

Educating pupils on the dangers of technologies that maybe encountered outside school is
done informally when opportunities arise and as part of the E-Safety curriculum.

Staff should act as good role models in their use of digital technologies the internet and
mobile devices.

Pupils are aware of the relevant legislation when using the internet such as data protection
and intellectual property which may limit what they want to do but also serves to protect them.
Pupils are taught about copyright and respecting other people’s information, images, and so
on through discussion, modelling and activities.

Pupils are aware of the impact of online bullying and know how to seek help if they are affected
by these issues. Pupils are also aware of where to seek advice or help if they experience
problems when using the internet and related technologies; i.e. parent/ carer, teacher/ trusted
staff member, Digital Leaders or an organisation such as Childline/CEOP report abuse button.
Pupils are taught to critically evaluate materials and learn good searching skills through cross
curricular teacher models, discussions and via the Computing curriculum. Staff are prepared
to prevent sexual exploitation radicalisation and extremism through the development of critical
thinking skills.

The school incorporates/makes use of relevant national initiatives and opportunities such as
Safer Internet Day and Anti-bullying week, promoting important information and guidance on
how to navigate the internet safely and how to get support for issues they encounter online.

Use of Al Tools in School

As emerging technologies like artificial intelligence (Al) become more prevalent, Selborne Primary
School is proactively developing strategies to guide the safe, effective and ethical use of these
tools for student learning following the principles outlined below:

1.

Support Education Goals for All: Al will be thoughtfully used to enhance outcomes for
every student.
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Privacy & Security: Al use will align with GDPR regulations, protecting student data.

3. Al Literacy: Students and teachers will build skills to critically evaluate the accuracy of
and potential bias within Al and utilise Al technologies ethically.

4. Academic Integrity: Students are expected to produce original work and properly credit
all sources, including Al tools.

5. Continuous Evaluation: We will routinely audit Al use, updating policies and training as
needed.

At Selborne, we believe it is essential for students to learn about the implications of Al technology.
Educating our pupils about how to critically evaluate the accuracy of Al-generated content, as well
as understanding potential biases within these tools, will empower them to utilise Al technologies
ethically. This knowledge is crucial in preparing them for a future where Al will play an increasingly
significant role.

Each tool selected will undergo a thorough vetting process to ensure that it meets our educational
standards and is suitable for classroom use. Furthermore, all applications will be used under the
supervision of our teaching staff to ensure a safe and guided learning experience. We will assume
consent from parents for their child to use age-appropriate Al tools, unless they would like to
contact the school to opt out by emailing the school office.

Our goal is to create a learning environment where Al technologies enhance learning and to
prepare students for the future.

Parents are welcome to contact the school if they have any concerns or queries regarding the use
of Al

Home Education

Many parents and carers have only a limited understanding of online safety risks and issues, yet
they play an essential role in the education of their children and in the monitoring/regulation of the
children’s online behaviours. Parents may underestimate how often children and young people
come across potentially harmful and inappropriate material on the internet and may be unsure about
how to respond.

The school will seek to provide information and awareness to parents and carers through:

e regular communication, awareness-raising and engagement on online safety issues,
curriculum activities and reporting routes

e regular opportunities for engagement with parents/carers on online safety issues through
awareness workshops

e the learners — who are encouraged to pass on to parents the online safety messages they
have learned in lessons

e letters, newsletters, website and learning platform

e high profile events/campaigns such as Safer Internet Day

o reference to the relevant web sites/publications, e.g. SWGfL; www.saferinternet.org.uk/
www.childnet.com/parents-and-carers

Equal Opportunities — Pupils with Additional Needs

The school endeavours to create a consistent message with parents for all pupils and this in turn
should aid establishment and future development of the schools’ E-Safety rules.
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However, staff are aware that some pupils may require additional teaching including reminders,
prompts and further explanation to reinforce their existing knowledge and understanding of E-Safety
issues.

Where a pupil has poor social understanding, careful consideration is given to group interactions
when raising awareness of E-Safety. Internet activities are planned and well managed for these
children.

Digital Leaders

Digital Leaders is a programme that empowers young people to tackle cyberbullying and champion
positive behaviour online. This programme turns pupils into peer mentors whilst establishing best
practice in online safety, as part of a whole school approach. Through training and ongoing support,
children within the school learn to provide vital advice and guidance to their peers.

The programme focuses on equipping the Digital Leaders with the tools, support and
encouragement they need to tackle both the causes and effects of bullying online. This helps to
ensure a whole school approach, as well as a clear hierarchy of responsibility, and a safe network
for everyone involved.

Each year, students in Years 5 and 6 can apply to become a Digital Leader. Responsible students
are selected by the designated Digital Leaders lead and trained to implement the programme at
school. As ambassadors for the programme, Digital Leaders take up various roles including leading
assemblies; being role positive role models in their school community and offering helpful advice
and support to other students during scheduled drop-in sessions.

PASSWORD SECURITY

Password security is essential for staff, particularly as they are able to access and use pupil data.
Staff are expected to have secure passwords which are not shared with anyone. The pupils are
expected to keep their passwords secret and not to share with others, particularly their friends. Staff
and pupils are regularly reminded of the need for password security.

e All users read and agree to an Acceptable Use Agreement to demonstrate that they have
understood the school's E-Safety Policy.

e Pupils are not allowed to deliberately access online materials or files on the school network,
of their peers, teachers or others.

e |If staff think their password may have been compromised or someone else has become
aware of their password, they must report this to Ms Kadri (Computing Lead and ICT
coordinator) or Mrs Franchi (School Business Manager).

e Staff are aware of their individual responsibilities to protect the security and confidentiality of
school networks, MIS systems and/or Learning Platform, including ensuring that passwords
are not shared and are changed periodically. Individual staff users must also make sure that
workstations are not left unattended and are locked. The automatic log-off time for the school
network is 10 minutes.

e Inour school, all ICT password policies are the responsibility of Mrs Franchi and all staff and
pupils are expected to comply with the policies at all times.
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DATA SECURITY

The accessing and appropriate use of school data is something that the school takes very seriously.
The school follows Becta guidelines.

e Staff are aware of their responsibility when accessing school data. Level of access is
determined by the HT.

e Any data taken off the school premises must not include personal pupil information.

e The school network is backed up internally, using a secure remote back up facility provided
by the LGTL.

MANAGING THE INTERNET

The internet is an open communication medium, available to all, at all times. Anyone can view
information, send messages, discuss ideas and publish material which makes it both an invaluable
resource for education, business and social interaction, as well as a potential risk to young and
vulnerable people. All use of the London Grid for Learning (LGfL) is logged and the logs are
randomly but regularly monitored. Whenever any inappropriate use is detected it will be followed

up.

e The school maintains that students will have supervised access to internet resources (where
reasonable) through the school’s fixed and mobile internet technology.

e Staff will preview any recommended sites before use.

e Raw image searches are discouraged when working with pupils.

e If internet research is set for homework, specific sites will be suggested that have previously
been checked by the teacher. It is advised that parents recheck these sites and supervise
this work. Parents will be advised to supervise any further research.

e All users must observe software copyright at all times. It is illegal to copy or distribute school
software or illegal software from other sources.

e All users must observe copyright of materials from electronic resources.

Infrastructure

e Ealing Local Authority has a monitoring solution via the London Grid for Learning. Upon
request, web-based activity can be monitored and recorded.

e School internet access is controlled through the LGfL’s web filtering service.

e In addition, our school also manages some bespoke web filtering which is the responsibility of
the ICT support company — Trusol.

e Selborne Primary School is aware of its responsibility when monitoring staff communication
under current legislation and takes into account; Data Protection Act 2018, The
Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations
2000, Regulation of Investigatory Powers Act 2000, Human Rights Act 1998 and the Equalities
Act 2000, and all other legislation that may be applicable.

e Staff and pupils are aware that school-based email and internet activity can be monitored and
explored further if required.

e The school does not allow pupils access to internet logs.

e The school uses management control tools for controlling and monitoring workstations.

e |If staff or pupils discover an unsuitable site, the screen must be switched off/closed and the

incident reported immediately to the E-Safety co-ordinator.
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e Sophos Anti-Virus protection is provided by the LGfL and is set to automatically update on all
school machines. This is the responsibility of Trusol — our support company

e Pupils and staff are not permitted to download programs or files on school based technologies
without seeking prior permission from Mrs Franchi

e If there are any issues related to viruses or anti-virus software Trusol should be informed by
logging onto their support site or by telephone.

MANAGING OTHER WEB 2 SERVICES

Web 2, including social networking sites, if used responsibly both outside and within an educational
context can provide easy-to-use, creative, collaborative and free facilities. However, it is important
to recognise that there are issues regarding the appropriateness of some content, contact, culture
and commercialism. To this end, we encourage our pupils to think carefully about the way that
information can be added and removed by all users, including themselves, from these sites.

e At present, the school endeavours to deny access to social networking sites to pupils within
school.

e All pupils are advised to be cautious about the information given by others on sites, for
example users not being who they say they are.

e Pupils are taught to avoid placing images of themselves (or details within images that could
give background details) on such sites and to consider the appropriateness of any images
they post due to the difficulty of removing an image once online.

e Pupils are always reminded to avoid giving out personal details on such sites which may
identify them or where they are (full name, address, mobile/ home phone numbers, school
details, email address, specific hobbies/ interests).

e Our pupils are advised to set and maintain profiles on such sites to maximum privacy and
deny access to unknown individuals.

e Pupils are encouraged to be wary about publishing specific and detailed private thoughts
online.

e Our pupils are asked to report any incidents of bullying to the school.

e Pupils are introduced to a variety of Web2 tools within the safe context of the London MLE.

e Staff understand that it is highly inappropriate to use open social networking sites (Facebook,
Twitter, TikTok, SnapChat, WhatsApp, Discord, Instagram) and public chat room facilities with
pupils. They are expected to use the tools within the MLE.

MOBILE TECHNOLOGIES

Many emerging technologies offer new opportunities for teaching and learning. This includes a
move towards personalised learning and 1:1 device ownership for children and young people. Many
existing mobile technologies such as tablets, gaming devices, mobile and Smart phones are familiar
to children outside of school too. They often provide a collaborative, well-known device with possible
internet access and thus open up risk and misuse associated with communication and internet use.
Emerging technologies will be examined for educational benefit and the risk assessed before use in
school is allowed. Our school chooses to manage the use of these devices in the following ways
so that users exploit them appropriately.

Personal Mobile devices (including phones)

e The school allows staff to bring in personal mobile phones and devices for their own use.
The school does not allow a member of staff to contact a pupil or parent/carer using their
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personal device unless advice has been sought from the Headteacher and it is exceptional
circumstances. Personal mobile devices should not be used during lessons or in front of
children. All mobiles should be stored in staff lockers or other secure areas.

Year 6 Pupils who have written permission to walk to and from school alone are allowed to
bring personal mobile devices/phones (no smart phones) to school but must leave them in
the school office for collection at the end of the day. At all times the device must be switched
off and PIN enabled, the combination known by a responsible adult. They will sign and agree
to an agreement before this arrangement is permitted.

Year 6 pupils and their parents must sign a Pupil and Parent Declaration accepting the terms
of use for bringing a mobile device into school.

“l agree to hand my phone into the School Administrator every day and abide by the
acceptable usage policy. My phone can be used only to ensure my safety whilst getting
to and from school. | will not make calls on it, take photographs, use the internet or
show phone content to other pupils whilst on the school premises. | understand that if
| break these rules, the school will confiscate my phone and withdraw permission to
bring it to school.”

Technology may be used, for educational purposes, as mutually agreed with the
Headteacher.

The school is not responsible for the loss, damage or theft of any personal mobile device.
The sending of inappropriate text messages between any member of the school community
is not allowed.

Permission must be sought before any image or sound recordings are made on these devices
of any member of the school community.

Capturing images and video is not allowed by pupils/staff unless on school equipment and
for educational purposes.

Users bringing personal devices into school must ensure there is no inappropriate or illegal
content on the device.

MANAGING EMAIL

The use of email within most schools is an essential means of communication for both staff and
pupils. In the context of school, email should not be considered private. Educationally, email can
offer significant benefits including direct written contact between schools on different projects, be
they staff based or pupil based, within school or internationally. We recognise that pupils need to
understand how to style an email in relation to their age and good ‘netiquette’.

The school gives all staff their own LGfL StaffMail account to use for all school business.
This is to minimise the risk of receiving unsolicited or malicious emails and avoids the risk of
personal profile information being revealed.
It is the responsibility of each account holder to keep the password secure.
For the safety and security of users and recipients, all mail is filtered and logged,; if necessary,
email histories can be traced. This should be the account that is used for all school business.
Under no circumstances should staff contact pupils, parents or conduct any school business
using personal email addresses.
E-mail sent to an external organisation should be written carefully before sending, in the same
way as a letter written on school headed paper.
Staff sending emails to external organisations, parents or pupils are advised to cc. the
Headteacher, line manager or designated account.
Pupils may only use school approved accounts (LGfL LondonMail) on the school system and
only under direct teacher supervision for educational purposes.
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e LGfL StaffMail and LondonMail are subject to mail scanning.

e The forwarding of chain letters is not permitted in school.

e All e-mail users are expected to adhere to the generally accepted rules of network etiquette
(netiquette) particularly in relation to the use of appropriate language and not revealing any
personal details about themselves or others in e-mail communication, or arrange to meet
anyone without specific permission, virus checking attachments.

e Pupils must immediately tell a teacher/trusted adult if they receive an offensive message and
keep the offending message(s) as evidence.

e Staff must inform (the E-Safety co-ordinator/ line manager) if they receive an offensive e-
mail.

e Pupils are introduced to e-mail as part of the Computing Scheme of Work.

SOCIAL MEDIA

With widespread use of social media for professional and personal purposes a policy that sets out
clear guidance for staff to manage risk and behaviour online is essential. Core messages should
include the protection of learners, the school and the individual when publishing any material online.

Expectations for teachers’ professional conduct are set out in the DfE Teachers Standards but all
adults working with children and young people must understand that the nature and responsibilities
of their work place them in a position of trust and that their conduct should reflect this.

All schools and local authorities have a duty of care to provide a safe learning environment for
learners and staff. Schools could be held responsible, indirectly for acts of their employees in the
course of their employment.

The school provides the following measures to ensure reasonable steps are in place to minimise
risk of harm to learners through:
e ensuring that personal information is not published
e education/training being provided including acceptable use, age restrictions, social media
risks, digital and video images policy, checking of settings, data protection and reporting
issues
e clear reporting guidance, including responsibilities, procedures and sanctions
e risk assessment, including legal risk
e guidance for learners, parents/carers

School staff should ensure that:

¢ no reference should be made in social media to learners, parents/carers or school staff

e they do not engage in online discussion on personal matters relating to members of the
school community

e personal opinions should not be attributed to the school

e security settings on personal social media profiles are regularly checked to minimise risk of
loss of personal information

¢ they act as positive role models in their use of social media

When official school social media accounts are established, there should be:
e a process for approval by senior leaders
e clear processes for the administration, moderation, and monitoring of these accounts —
involving at least two members of staff
e a code of behaviour for users of the accounts

e systems for reporting and dealing with abuse and misuse
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Personal Use

e personal communications are those made via personal social media accounts. In all cases,
where a personal account is used which associates itself with, or impacts on, the school it
must be made clear that the member of staff is not communicating on behalf of the school
with an appropriate disclaimer.

e where excessive personal use of social media in school is suspected, and considered to be
interfering with relevant duties, disciplinary action may be taken

Monitoring of Public Social Media

e As part of active social media engagement, the school may pro-actively monitor the Internet
for public postings about the school

e the school should effectively respond to social media comments made by others according
to a defined policy or process

e when parents/carers express concerns about the school on social media we will urge them
to make direct contact with the school, in private, to resolve the matter. Where this cannot be
resolved, parents/carers should be informed of the school complaints procedure.

SAFE USE OF IMAGES/FILM
Taking of Images and Film

Digital images are easy to capture, reproduce and publish and, therefore, misused. We must
remember that it is not always appropriate to take or store images of any member of the school
community or public, without first seeking consent and considering the appropriateness.

e With the consent of parents (on behalf of pupils) and staff, the school permits the appropriate
taking of images by staff and pupils with school equipment.

e Staff are not permitted to use personal digital equipment, such as mobile phones and
cameras, to record images of pupils, this includes when on field trips. However, with the
express permission of the Headteacher, images can be taken provided they are transferred
immediately and solely to the school’s network and deleted from the staff device.

e Pupils are not permitted to use personal digital equipment, including mobile phones, cameras
and smart watches, to record images of the others, this includes when on field trips.

Consent of adults who work at the school

e Permission to use images of all staff who work at the school is sought on a regular basis
e Parents must seek permission to take photos / film school events, and must agree to NOT
post photos on the Internet.

Publishing pupil’s images and work

On a child’s entry to the school, all parents/guardians will be asked to give permission for the school
to use their child's work/photos on the internet.

This consent form is considered valid for the entire period that the child attends this school unless
there is a change in the child’s circumstances where consent could be an issue, e.g. child protection,
divorce of parents, custody issues, etc.

Parents/carers may withdraw permission, in writing, at any time.
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Pupils’

full names will not be published alongside their image and vice versa.

Storage of Images

Images/ films of children are stored on the school’s network.

Pupils and staff are not permitted to use personal portable media for storage of images (e.g.
USB sticks) without the express permission of the Headteacher

Rights of access to this material are restricted to the teaching staff and pupils within the
confines of the school network/ Learning Platform / MLE.

Assistant Headteachers have the responsibility of deleting the images within their phase
folders when they are no longer required.

Webcams and CCTV

Video

We do not use publicly accessible webcams in school other than for special projects such as
nature cams which are streamed to the web.
Webcams in school are only ever used for specific learning purposes, i.e. monitoring hens’
eggs and never using images of children or adults.
Misuse of the webcam by any member of the school community will result in sanctions (as
listed under the ‘inappropriate materials’ section of this document)

o Webcams can be found on our laptops and visualisers.

o Consent is sought from parents/carers and staff on joining the school, in the same way

as for all images.

Conferencing

Permission is sought from parents and carers if their children are involved in video
conferences.

Permission is sought from parents and carers if their children are involved in video
conferences with end-points outside of the school.

All pupils are supervised by a member of staff when video conferencing.

The school keeps a record of instances of video conferences, including date, time and
participants.

Approval from the Headteacher is sought prior to all video conferences within school.

The school conferencing equipment is not set to auto-answer and is only switched on for
scheduled and approved conferences.

Students are not allowed to be left unattended in a video conferring call. Staff have been
trained to always terminate the meeting using the ‘End Call’ button to ensure no students
remain in the call without a member of staff present.

Additional points to consider:

>
>

Participants in conferences offered by third party organisations may not be DBS checked.

Conference supervisors need to be familiar with how to use the video conferencing
equipment, particularly how to end a call if at any point any person taking part becomes
unhappy with the content of the conference.

DATA PROTECTION (GDPR)

Personal data will be recorded, processed, transferred and made available according to the current
data protection legislation.

The school:
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has a Data Protection Policy.
implements the data protection principles and can demonstrate that it does so
has paid the appropriate fee to the Information Commissioner’s Office (ICO)

has appointed an appropriate Data Protection Officer (DPO) who has effective understanding
of data protection law and is free from any conflict of interest. The school may also wish to
appoint a Data Manager and Systems Controllers to support the DPO

has a ‘Record of Processing Activities’ in place and knows exactly what personal data is held,
where, why and which member of staff has responsibility for managing it

the Record of Processing Activities lists the lawful basis for processing personal data
(including, where relevant, consent). Where special category data is processed, an additional
lawful basis is listed

has an ‘information asset register’ in place and knows exactly what personal data is held,
where, why and which member of staff has responsibility for managing it

information asset register lists the lawful basis for processing personal data (including, where
relevant, consent). Where special category data is processed, an additional lawful basis will
have also been listed

will hold the minimum personal data necessary to enable it to perform its function and will not
hold it for longer than necessary for the purposes it was collected for. The school ‘retention
schedule” supports this

data held is accurate and up to date and is held only for the purpose it was held for. Systems
are in place to identify inaccuracies, such as asking parents to check emergency contact
details at suitable intervals

provides staff, parents and volunteers with information about how the school looks after their
data and what their rights are in a clear Privacy Notice (see Privacy Notice section in the
appendix)

has procedures in place to deal with the individual rights of the data subject, e.g. one of the
dozen rights applicable is that of Subject Access which enables an individual to see/have a
copy of the personal data held about them

carries out Data Protection Impact Assessments (DPIA) where necessary e.g. to ensure
protection of personal data when accessed using any remote access solutions, or entering into
a relationship with a new supplier

has undertaken appropriate due diligence and has data protection compliant contracts in place
with any data processors

understands how to share data lawfully and safely with other relevant data controllers.
has clear and understood policies and routines for the deletion and disposal of data

reports any relevant breaches to the Information Commissioner within 72hrs of becoming
aware of the breach as required by law. It also reports relevant breaches to the individuals
affected as required by law. In order to do this, it has a policy for reporting, logging, managing,
investigating and learning from information risk incidents

has a Freedom of Information Policy which sets out how it will deal with FOI requests

provides data protection training for all staff at induction and appropriate refresher training
thereafter. Staff undertaking particular data protection functions, such as handling requests
under the individual’s rights, will receive training appropriate for their function as well as the
core training provided to all staff

Page 18 of 23



When personal data is stored on any mobile device or removable media the:

e data will be encrypted, and password protected.

e device will be password protected. (Be sure to select devices that can be protected in this way)

e device will be protected by up-to-date endpoint (anti-virus) software

e data will be securely deleted from the device, in line with school policy (below) once it has been
transferred or its use is complete.

Staff must ensure that they: (schools may wish to include more detail about their own
data/password/encryption/secure transfer processes)

at all times take care to ensure the safe keeping of personal data, minimising the risk of its
loss or misuse

can recognise a possible breach, understand the need for urgency and know who to report it
to within the school

can help data subjects understand their rights and know how to handle a request whether
verbal or written and know who to pass it to in the school

only use encrypted data storage for personal data

will not transfer any school personal data to personal devices. Procedures should be in place
to enable staff to work from home (i.e. VPN access to the school network, or a work laptop
provided).

use personal data only on secure password protected computers and other devices, ensuring
that they are properly “logged-off” at the end of any session in which they are using personal
data

transfer data using encryption, a secure email account (where appropriate), and secure
password protected devices.

MISUSE AND INFRIGEMENTS
Complaints

Complaints relating to E-Safety should be made to the E-Safety co-ordinator or Headteacher.
Incidents should be logged (see Incident Log in Appendix) and process should be followed.

Inappropriate material

All users are aware of the procedures for reporting accidental access to inappropriate
materials. The breach must be immediately reported to the E-Safety co-ordinator — Mrs
Yates.

Deliberate access to inappropriate materials by any user will lead to the incident being logged
by the E-Safety co-ordinator, depending on the seriousness of the offence; investigation by
the Headteacher/ LA, immediate suspension, possibly leading to dismissal and involvement
of police for serious offences

Users are made aware of sanctions relating to the misuse or misconduct by the E-Safety co-
ordinator, Mrs Yates.
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REPORTING AND LOGGING EVENTS

Any breach of school protocol by staff or students should be reported to the appropriate school
leader. When the breach involves a senior member of staff, it may be necessary to refer to the
whistleblowing policy.

Where a child has been exposed to unsuitable or risky behaviour in school or at home, a record will
be kept so the incident may be monitored and followed up in the future. This log is kept in the SLT
area of the school network.

Parents and Carers will be informed when an individual child is placed at risk; this will also include
the child protection officer in more serious cases.

When a whole school issue arises, all parents within a particular year group may be informed so
they may take preventative action, such as at home. Support and information for parents is
presented at Termly Year Group information sessions and on the school website. Keeping parents
proactively involved in E-Safety is one of the most important methods we can use to keep children
safe.

WRITING AND REVIEWING THIS POLICY
Review Procedure

There will be an on-going opportunity for staff to discuss with the E-Safety coordinator any issue of
E-Safety that concerns them.

This policy will be reviewed every 24 months and consideration given to the implications for future
whole school development planning.

The policy will be amended if new technologies are adopted or Central Government change the
orders or guidance in any way
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Online Safety Incident

L

Flowchart

Unsuitable materials or activity

!

Report to the Designated Safeguarding
Lead (DSL) who may also be
responsible for Online Safety

v
O )

If staff/volunteer

lllegal materials or activities found or
suspected

v

Initial review/Professional strategy meeting with
Designated Safeguarding Lead (DSL)/ Senior team

or learner, review v
the incident and
decide upon the
appropriate
course of action.

-

Debrief on online > Re_COI_'d details in
safety incident incident log

L |
’ .

Review polices
2 to date and make

and share .
experiences and avallablg to LA/MAT,
practice as Governing Body etc.

required. as required.

Report to Police and report under local safeguarding
arrangements.
DO NOT DELAY, if you have any concerns, report them
immediately.

ﬁ‘

Secure and preserve
evidence.
Remember do not
investigate yourself.
Do not ask leading
questions?.

Await Police
response

\ 4

)

If illegal activity or
materials are
confirmed, allow

Implement
changes

If no illegal activity or
material is confirmed,
then revert to internal

Police or relevant
authority to
complete their

Monitor situation

The DSL/Headteacher is responsible for wellbeing
and as such should be informed of anything that
places a child at risk, BUT safeguarding procedures
must be followed.

procedures. investigation and
seek advice from
the relevant
professional
body.
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that a suspension will take place at the point of referral

to police, whilst police and internal procedures are
being undertaken.




Acceptable Use Agreement: Pupils - Primary
Primary Pupil Acceptable Use
Agreement / E-Safety Rules

v" | will only use ICT in school for school purposes.

v | will only use my class email address or my own school email
address when emailing.

v" | will only open email attachments from people | know, or who my
teacher has approved.

v" | will not tell other people my ICT passwords OR use anyone else’s.

v" | will only open/delete my own files.

v" | will make sure that all ICT contact with other children and adults is
responsible, polite and sensible. This includes use inside and
outside of school.

v 1 will not deliberately look for, save or send anything that could be
unpleasant or nasty. If | accidentally find anything like this, 1 will tell
my teacher immediately.

v 1 will not give out my own details such as my name, phone number
or home address. | will not arrange to meet someone unless this is
part of a school project approved by my teacher and a responsible
adult comes with me.

v 1 will be responsible for my behaviour when using ICT because |
know that these rules are to keep me safe.

v | know that my use of ICT, at school and at home, can be checked
and that my parent/ carer contacted if a member of school staff is
concerned about my E-Safety.

v 1 will not use the teacher/staff computers unless they give me
permission to do so.
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Incident Log format

Date

Incident

Children Involved

Action including
preventative measures
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